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DETAILED ACTION 

1. This is in response to the amendment filed on 15 September 2005. 

2. Claims 1, 6, 8-10 and 21-24 are pending in the application. 

3. Claims 1, 6, 8-10 and 21-24 have been rejected. 

4. Claims 2-5, 7 and 1 1-20 have been cancelled. 

Response to Amendment 

5. The examiner approves the amendment made to claims 1, 9 and 10. The applicant has 
amended the claims so that the second discrimination means is discriminating if the address 
corresponds to stored address. The examiner withdraws claim rejections 35 USC § 1 12 (2). 

Response to Arguments 

6. Applicant's arguments with respect to claims 1, 6 and 8-10 have been considered but are moot 
in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §112 
The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

7. Claims 1, 6, 8-10 and 21-24 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to reasonably convey to one skilled in the 
relevant art that the inventor(s)5 at the time the application was filed, had possession of the 
claimed invention. The limitations "selecting a method of transferring" and "control means for 
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controlling to transfer the received data by using the method selecting by said selection means" 
are not enabled by the specification. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

8. Claims 1, 6, 9, 10, 21 and 23 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Ginter et al U.S. Patent No. 6,658,568 Bl. 

As to claim 1, Ginter et al discloses a communication apparatus for transferring data from 
a first network to a second network, the apparatus comprising: 

first discrimination means for discriminating if the received data is a 
confidential data [column 58, lines 17-54]; 

second discrimination means for discriminating if the terminal of an 
address of the received data corresponds to a stored address [column 90 line 16 to 
column 91 line 2]; 

selection means for selecting a method of transferring the received data 
from a method of transferring the received data attached with E-mail to the 
terminal, a method of encrypting the received data and transferring the encrypting 
data attached with E-mail to the terminal or a method of storing the received data 
in a predetermined memory and transferring information to be used for access to 
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the stored received data attached with E-mail to the terminal to in accordance with 
the result of the discrimination by the first discrimination means and the second 
discrimination means [column 90 line 16 to column 91 line 2]; and 

control means for controlling to transfer the received data by using the 
method selected by the selection means [column 90 line 16 to column 91 line 2]. 
As to claims 6, 21 and 23, Ginter et al discloses an apparatus further comprising: 

management means for managing encryption information correlated to the 
terminal [column 97 line 63 to column 98 line 51]; and 

third discrimination means for discriminating if the encryption information 
correlated with the terminal is managed by the management means [column 97 
line 63 to column 98 line 51], 

wherein the control means controls a method of providing the 

terminal with the received data in accordance with the discrimination 

results [column 97 line 63 to column 98 line 51]. 
As to claim 9, Ginter et al discloses a communication method of transferring data from a 
first network to a second network, the method comprising: 

first discrimination means for discriminating if the received data is a 
confidential data [column 58, lines 17-54]; 

second discrimination means for discriminating if the terminal of an 
address of the received data corresponds to a stored address [column 90 line 16 to 
column 91 line 2]; 
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selection means for selecting a method of transferring the received data 
from a method of transferring the received data attached with E-mail to the 
terminal, a method of encrypting the received data and transferring the encrypting 
data attached with E-mail to the terminal or a method of storing the received data 
in a predetermined memory and transferring information to be used for access to 
the stored received data attached with E-mail to the terminal to in accordance with 
the result of the discrimination by the first discrimination means and the second 
discrimination means [column 90 line 16 to column 91 line 2]; and 

control step of controlUng to transfer the received data by using the 
method selected in the selection step [column 90 line 16 to column 91 line 2]. 
As to claim 10, Ginter et al discloses a computer readable memory medium storing a 
program of a communication method of transferring data from a first network to a second 
network, the apparatus comprising: 

first discrimination means for discriminating if the received data is a 
confidential data [column 58, lines 17-54]; 

second discrimination means for discriminating if the terminal of an 
address of the received data corresponds to a stored address [column 90 line 16 to 
column 91 line 2]; 

selection step of selecting a method of transferring the received data from 
a method of transferring the received data attached with E-mail to the terminal, a 
method of encrypting the received data and transferring the encrypting data 
attached with E-mail to the terminal or a method of storing the received data in a 
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predetermined memory and transferring information to be used for access to the 
stored received data attached with E-mail to the terminal to in accordance with the 
result of the discrimination by the first discrimination means and the second 
discrimination means [column 90 line 16 to column 91 line 2]; and 

control step of controlling to transfer the received data by using the 
method selected in the selection step [column 90 line 16 to column 91 line 2]. 
Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

9. Claims 8, 22 and 24 is rejected under 35 U.S.C, 103(a) as being unpatentable over Ginter 
et al U.S. Patent No. 6,658,568 Bl as applied to claims 1, 9 and 10 above, and further in 
view of Perlman U.S. Patent No. 6,363,480 Bl. 

As to claims 8, 22 and 24, Ginter et al does not teach management means for managing 
the encryption information and an effective period of the encryption information correlated with 
the terminal. Ginter et al does not teach discrimination means for discriminating the effective 
period of the encryption information and if the encryption information correlated with the 
terminal which is a destination of the received data is managed by the management means. 
Ginter et al does not teach that the control means controls a method of providing the received 
data in accordance with the discrimination results. 
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Perlman teaches management means for managing the encryption information and an 
effective period of the encryption information correlated with the terminal [column 6 line 58 to 
column 7 line 8]. Perlman teaches discrimination means for discriminating the effective period 
of the encryption information and if the encryption information correlated v^ith the terminal 
which is a destination of the received data is managed by the management means [column 6 line 
58 to column 7 line 8]. Perlman teaches that the control means controls a method of providing 
the received data in accordance with the discrimination results [column 6 line 58 to column 7 
line 8]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Ginter et al so that the destination information in 
the header would have included encryption information corresponding to the destination was 
within an effective period. The management system would have determined if the encrypted 
information correlates with the effective period and if the encrypted information was received by 
the appropriate destination. The means of providing the information would have been in 
accordance with the determination of the effective period. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Ginter et al by the teaching of Perlman, as described 
above, because it permits selection of an appropriate decryptability lifetime for specific units of 
data, such as electronic mail messages. Further, where one or more third party ephemerizer 
systems are used to provide ephemeral keys to encrypt a message, such third party ephemerizers 
may be employed to destroy the ephemeral keys at their expiration times, without burdening the 
communicating parties with this responsibility [column 4, lines 18-27]. 
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Conclusion 

10. Applicants amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K. Moorthy whose telephone number is 571-272-3793. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessftil, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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